
The 1st Network Verification Workshop

Ultra-Scale AIOps Lab @ Cloud & AI
Research and Development

Prof. Dr. Jorge Cardoso

E-mail: jorge.cardoso@huawei.com

Chief Architect for AIOps

Munich/Dublin Research Center

2021.07.29

Gartner predicts that large enterprise exclusive use of AIOps and digital experience monitoring tools 

to monitor applications and infrastructure will rise from 5% in 2018 to 30% in 2023
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HUAWEI CLOUD

Planet-scale Landscape

… a few numbers…

 worldwide, Huawei Cloud has 

45 availability zones across 23

regions (June 2019)

 more than 180 cloud services 

and 180 solutions for a wide 

range of sectors

 Costumers include European 

Organization for Nuclear 

Research (CERN), PSA 

Group, Shenzhen Airport, Port 

of Tianjin, …



ULTRA-SCALE AIOPS LAB  2

HUAWEI CLOUD

Success Stories
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Worldwide Trends

Clouds, transformations, edges, scale and complexity

Cloud Edge Applications Ultra-scale and Complexity

Trend: Digital Transformation increases the number of managed servers 10x, 

10k deployments/year, >50 monitoring tools, trillions metrics 

Digital TransformationDistributed Cloud

Trend: 5 big clouds (GAAVI), 100+ industry clouds, 500+ regions, 5000+ 

edge sites. The average business runs 38% of workloads in public cloud and 
41% in private cloud

Trend: digital transformation initiative is expected to growth 20%/year until 
2025. Intelligent monitoring market is expected to growth b/year until 2025

Trend: Video/CDN, Cloud Gaming, Industrial IoT, Automotive, AR/VR

O&M challenge will 

not be about 
replication, but about:

1. Automation

2. Integration

3. Reuse

4. Abstraction

5. Upgrade

Not only monitoring 

tools are important, 

the velocity of code 

deployments also 
becomes key

 Automation of 10k 
deployments/year

 >50 monitoring tools

 Trillions metrics/day

 Service availability? 

As digital 

transformation 

initiatives start to be 

implemented, IT 

infrastructure has 

become exponentially 
more complex. 

1. Real-time 
monitoring 

2. Prediction 
optimization

3. Control and 
decision making

HC Public Cloud – HC Stack Online -- Edge cloud/CDN

Constantly changing 

infrastructure that is heavily 

virtualized

Overwhelming number of alarms 

and monitoring data, makes it 

impossible to know where to focus 

during incident resolution.
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Intelligent Cloud Technologies Lab

R&D Direction: The Cloud-Edge-Device Continuum

DevCoud

Data Quality

OA

OA

HRM

EI

DW

ModelArts Data Lake

DB 

AIOps

AIOps Platform
Data Access & Proc.

Pipelines & Infra.

Services

Online Traffic 

Optimization

Universal RT Data 

Processing

Next-Gen Build System

AIOps Algorithms
Anomaly Detection / RCA 

Recommendations

Self Recovery

ERP

IaaS
Computational 

Storage

Intelligent 

Virtualization

Heterogeneous 

Computing

IoT
Real-time Analytics 

Digital Twins 

Framework

Data Quality

Device Edge Cloud

AIOps for IaaS 

(compute, storage)

AIOps for Edges

ModelArtsData Lake

CloudScope CloudLogService

CloudAnomalyDetectionCloudAutoChange

CMDB

AIOps for Networks

AI for DevOps
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Research Fields

AIOps for SRE, Edge AI and AI for Networks

Edge AIAIOps for SRE AI for Networks

Cisco
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R&D Direction

AI-driven autonomous systems

Business Driver: high reliability, high automation, low cost of IT operations

Log Recommendation

Code Analysis

Continuous Verification

Structured Logging

Formal Verification

P4 Network Programming

Intent-Based Networks

SmartNICs & Troubleshooting

Anomaly detection

Root-cause analysis

Security of Operations

Failure Prediction

Intelligent Container Tracking

Computing Models

Software Framework

Federated Learning

Research

Fields

Methods

Objective
Use AI/ML to transform the cloud, IT operations and infrastructure by processing massive amounts of data to 

trigger automated actions 24/7, with higher reliability, higher operational efficiency and cost savings

RESEARCH AND DEVELOPMENT

AI for IT 

Operations
AI for DevOpsEdge AI AI for Network 

AIOps, DataOps, MLOps, federated learning, deep learning, formal verification methods
Fundamental 

Research

Scenarios

INTELLIGENT 

CONTINUOUS VERIFICATION

INTELLIGENT 

LOG RECOMMENDATION

Customer

Formal verification: 

VPC, router, firewall, routing, ECS, subnetworks, …
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Intelligent O&M

CloudScope Platform

CloudScope provides operators with an end-to-end automated O&M platform to manage cloud data centers and cloud services

Basic component mng. platformHardware pipeline platform

Deploy the change platform

Configuring the Platform Baseline Platform Big Data platform

Automatic deployment

Automatic change

Unified Pipe CloudAgent

Log Platform
Data
Platform

Container-based 

Deployment

Unified
Piping

Service
Platform

OS configuration change

Monitoring and troubleshooting platform

Panoramic Monitoring Alarm Center

Call Chain Automatic Troubleshooting

Dialing test

Tenant Monitoring

Network management platform
Virtual Network 

Monitoring
Network Quality

Network Fault 
Demarcation

IP address 
management

IPAM

Network Management 
Channel

Physical Network 
Monitoring

Process management platform

Change Management Event Management

Asset/capacity management platform

Capacity 

Management

Engineering design

Server life cycle 
management

Public framework

DB O&M Platform

OS O&M Platform

LB O&M Platform

Middleware O&M 
Platform

Security management platform

Security Management
Unified authentication 

and authentication
Certificate 

Management
Unified Portal

Professional 
Workbench

...Live 
Network
Tool

ECS O&M workbench VPC O&M workbenchEVS O&M workbench

Plug-in, Script, Configuring and 
Orchestrating Tasks

Monitoring script Alarm configuration Changing the Script & Task Troubleshooting Script & Task

Data Dashboard
& Report

Efficiency dashboard Availability dashboard Capacity report...

...

Report Platform

Microservice 
naming center

API GW

Page orchestration 
framework

Process orchestration 
framework

Cloud service server storage network

eSee RUES
Asset

Management

CPS

UpdataTool

FusionDirector

Heavenly 
road

Heavenly

File warehouse

SecoManager HawkEye

DCM
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AI-driven Network Automation

Intent-Based/Driven Networking (IB/DN)

Intent-Driven Platform

Intelligent monitoring & diagnosis

Intelligent network brain

Self-planning and 

self-verification

Self-analysis and 

self-diagnosis

Self-optimization 

and self-repair

Self-discovery and 

self-inspection

Automatic control platform

Traffic 

scheduling
Failover

Network 

change

Full flow 

analysis

Intelligent 

dialing test

Packet loss 

diagnosis

Network management and control (executing controllers and monitoring probes)

Incremental configuration generationNetwork status & Configuration DB

AI model layer (network model, algorithm description, and intent translation)

Network Configuration Model Network Verification

Change Plan
Execution 

platform

Configuration 

generator

Network

O&M personnel

target network model

Modular configuration template

Live network model

Design/Update Network Intent

NetworkTarget configuration

Model 

generator

Running Live Network Configuration

Configuration 

Verification

Configuring 

Inspection

Network change

Intention Definition

Network verification

Real-time feedback

Intent translation

Network Programmability

Traditional configuration Network object model Abstract data plane

Large-scale real-time continuous verification, full end-to-end support, Stateful, 

network and virtual networks, and timely discovery of network events on the 

entire network

Design decomposition, logic simulation, and logic 

synthesis are designed to improve the automation 

efficiency and accuracy of network design.

Automatic generation of configuration model definitions 

and configurations based on network architecture and 

device layer to support full lifecycle management of 

network configurations

Objective: The network configuration model is standardized

The configuration of a single device evolves to the service rule configuration
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High-Level Research

Key Contributions

2018 Cloud BU President Award

AIOps / Butterfly R&D 

2019 SRE Cloud Eagle Award

AIOps / iForesight 3.0 R&D

Several AIOps Papers at A and A* ranked conferences

 Self-Attentive Classification-Based Anomaly Detection in Unstructured Logs, ICDM 2020 (Rank: A*) 

 Self-Supervised Log Parsing, ECML PKDD 2020 (Rank: A)

 Anomaly Detection from System Tracing Data using Multimodal Deep Learning, IEEE Cloud 2019. 

 Anomaly Detection and Classification using Distributed Tracing, IEEE CCGrid 2019 (Rank: A)

 …

10 AIOps Patents

 Apparatus and Method for Detecting an Anomaly Among Successive Events 

 Automated Root‐cause Analysis for Distributed Systems Using Tracing‐data

 Span Categorization for Microservice Applications

 …

Paul Jorge IlyaHailin

Goal: Achieve worldwide recognition by 2021/22
Attract high-level PhD researchers and experts in the fields of AI and CS

2019 Galileo Award

AIOps MRC Tech Breakthrough
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Fan Wu
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Year 2018
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HUAWEI CLOUD

AI for Networks
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from those expressed or implied in the predictive statements. 
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Bring digital to every person, home and 
organization for a fully connected, 
intelligent world.

Thank you.


